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» 19Troubleshooting

Server side requirements for Communicator GO

Communicator GO 5.2 is the next step in the evolution of our mobile ap
with PBXware 5 it provides new features and offers more freedom and f
its predecessor.

» PBXware has to be version 5.0 at least
» Format of voice messages has to be wav.
» SSL/TLS certificate must support SHAZ2.

OPUS

Opus is audio coding format designed to efficiently code speech and ge
format and to handle a wide range of interactive audio applications, wh
enough for real-time interactive communication. It is distinguished from
formats by having low delay and by supporting high audio quality.

OPUS

Opus is fully supported for Android users with at least Android 6.0 ins
Opus codec to be compatible with CommBuobshatorO;®@ &f2he features ou
users were waiting in anticipation are Communicator GO push notificat
running Push Notifications Service that will forward requests to our ho
Platform. Once push request is forwarded from PBXware, the platform
notifications to devices using Communicator GO.


http://wiki.bicomsystems.com/File:glocom-go-5-2-android-opus.png

Push notifications enabled

Push notifications disabled

» This feature is adding more convenience to users connectivity when th
trip, working from home or simply need to answer business calls when
offic®.ith push notifications, mobile app does not have to be registere
order to receive incoming calls or notifications. This will make sure yc
lose connectivity when app runs in the background and it will save bat
device, improving overall useXlexpeghensers should only benefit from tl
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push notifications affect the app we have still left to users to decide v
use push notifications or not. In case you would like to disable Push N
icon in Communicator contacts window angewtingsSlideryopearse cilick
Settings menuGehiekadnd once in the menu remove cEeaakrhe nkustom
notificatioaBeckb®x. Android, push notifications are stoppwridowhien you
to terminate the app. Also, push notifications aré& GRopp eIITOWtoanclick
on your deSiedgifgs -> Apps -> CommuniedBtecaGO®e of the way push
notifications work, Communicator GO will not be registered once app ¢
such, it might not be displayed as Online in PBXtwarg&tidonitor page.
Update€ommunicator GO 5.2 also brings up a new update mechanism.
would have to manually check App or Play store to see if new version
longer the case as Communicator GO will notify users once new versio
LoggingGoemmunicator GO requires email address and password for log
address may be needed if cannot be resolved through DNS record base
In case you have your own DNS server, by adding DNS SRV record for
mobile and desktop clients will make Communicator GO login much eas
only have to provide their e-mail address and User password associate
extension and clickflLywogu l@are unable to set DNS SRV or if DNS resoluti
receive notifibatfonesolution failddusers will havAaDVY ANICE®Dnd enter
PBXware IP address when logging in with their Communicator GO clien

DNS SRV record that needs to be configure

to PBXware is: _pwproxy. _tcp.domain. 86400 IN SRV 0 Fd0o0&repbxser
information on DNS SRV please chedkitwikipedivakiprekdia.org/wiki/SRV _r
NOTEIn order for this feature to work, all e-mail addresses used must
domain (i.e. bicomsystems.com).

» Email

Enter email address associated with your extension. This is used as u:
login.


http://wiki.bicomsystems.com/File:glocom-go-5.1-android-login.png
http://en.wikipedia.org/wiki/SRV_record

» Password

To authenticate Communicator GO with your PBXware server you will a
password generated on your extension.

» ADVANCED

This button will display additional dmtgynfBeddvermeddheasswill allow you
to enter the address of PBXware you would like to register to. This is
where DNS SRV record is not available and PBXware address cannot b
automatically.

» Login Server Address

This field is showhADMAWCfEIDutton is pressed, and allows you to enter t
of PBXware you would like to register to. In case DNS SRV record is s
explained) this field does not have to be populated.

» SCAN QR CODE

This button opens a camera preview for QR code scanning.

» FORGOT PASSWORD

By clicking this button you will open a confirmation dialog for passwor
optionally server address fields need to be filled out before attempting
Logging in using QRtdedmossible to login in Communicator GO using sp
code. This is often used and helpful when you log in with Communicatc
administrator creates your extension, you will be assigned a long, aut
user password on your email and typing it into Communicator GO can
feature you can simply scan the QR code attached in the extensions cr
pressing SCAN QR CODE button and pointing your phone camera to the
code image is detected Communicator GO will fill out HID TE8dfekds nec
you are able to use this feature PBXware Administrator must make son
PBXware, otherwise Address (hostname) field will be empty and users
register their dlogrihsto your PBXware GUI anSlehtdamiggate to
Servers/Tenaarnd e&idrver/Master tellacBhow Advanced Opdhadnsnce

you do that, you will beRI€ odesBerver opithosm field must be populated
servers IP address or doGhaée pabteeed, save ch@QRg€s dentioghould

be ready forSesteng new password after logging in foMWthenfyeu togein
Communicator GO for the first time, you will be asked to change your |
enter new password and retype it in order to confirm it. In case you m,
password entries do not match or in case passwoNEDMThottehremb enou
stay disabled. Once your password match our strength criteria you will



New Password

This is the first time you are logging in, and
you need to change your password.

Password strength: O

Location

and Phone se


http://wiki.bicomsystems.com/File:glocom-go-android-5.2-login-new-pass1.png
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» Location

» Clicking on country name opens screen with countries to choose from.
» DETECT

» DETECT button tries to detect your country automatically. This works |
Services enabled in your system s settings. Information about your col
need to use E.164 numbers format when dialing phone numbers from y«
» PHONE NUMBERS

» This section contain numbers defined with your extension. You can ad:«
ADD NEW NUMBER button and sort them by priority using the drag han
number and label. These numbers appear in a list of numbers associat
when someone tries to call you from CommunirlRtake BEOfoulddskitop .
screen is displayed once Communicator GO 5.2 is started. Call button
states depending on softphone registration statuslamdfcphpeetigityosta
registered and button is yellow, calls still can be made if tahldback opt
are three states Communicator GO dialer can be in: Green - Call can b
and Mobile Data Netwldoks) Call can be made with Callback module (Mc
Network@day - Call can not be made (No Network Connections)



http://wiki.bicomsystems.com/File:glocom-go-5-2-dialpad-registered.png

» Calllm Communicator GO, calls can be made over SIP protocol, which i
Callback module in pwplrexgnarios may vary and will depend on networ
(WiFi, Mobile Data, No Connection), service availability and connectio
Module) and setup in settings for SIP over mobile internet


http://wiki.bicomsystems.com/File:glocom-go-5-2-dialpad-not-registered.png
http://wiki.bicomsystems.com/File:glocom-go-5-2-dialpad-not-connected.png

L

SRR

Table above isplays the order in which Communicator GO will try to e

scenaribfswe for example take an first scenario for WiFi where order is
1.SIP Call

2.Callback Call

3.No Success

This means that in scenario where device is connected through the Wil
the SIP Server and Callback Module is available on PBXWare, Commun
make a SIP Call, if unsuccessful, it will then try to make a call using ¢
will display the message that call was not made.

Favorite¥sou can add other users and contacts from phone book to favol
one place and have them show up first while performing an action, e.g
Users can be added/removed from favhdidet® hgvoliddegiove from
favoritesn user s details screen as shown in the pictures below.


http://wiki.bicomsystems.com/File:glocom-go-call-scenarios.png

Add Contact to Favorites

Remove Contact from Favorites



http://wiki.bicomsystems.com/File:glocom-go-5.1-android-favorites-add.png
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i Favorites screen

» Contacts from phone book can also be added or removed from your fav
and choosing Add to favorites or Remdvaev brote sfascorieasappears when u
clicks Favorites Tab from Header BarWimeérhomies Screen.is shown, if the
no favorites, No Favorites label should be displayed in the middle of
favorites are displayed in Grid mode and sorted by @Qlmkeing asctdreding
favorite that is a Communicator contact (extension) will display extens
favorite contact is a contact from your device s phonebook Contact s ¢S
RecenTdis screens will be displayed when user press Recents Tab fron
Phone Screen and list of the recent calls walsebeheéireplayrea.recent calls
Recents label should be displayed in the Retekirt ccfathse asreraeésplayed i
list mode and sorted descending by the date/time. Clicking the favorite
contact (extension) will display extension options screen and if favorit
from your device s phonebook Contact s Screen will be shown.


http://wiki.bicomsystems.com/File:glocom-go-5.1-favorites.png

contacts First screen you will see when Communicator GO is launcl
users from your organization. Users can be sorted according to presen


http://wiki.bicomsystems.com/File:glocom-go-5.2-recents.png
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Clicking on a user will open up user s details screen from which you a
information and perform diffelmechaetiers.associated additional phone
with their extension, these numbers will be listed as well and you will
simply pressing the number.


http://wiki.bicomsystems.com/File:glocom-go-5.1-android-users-options.png

Contacts Search

To search contacts click on the search icon in the upper right corner &
field will be displayed. Click in the search field and enter the name of
find. As you start entering search pattern (contact name or extension
contacts will be filtered based on the pattern you enter. Once your cor
screen click on it and you will be taken into contact screen. From here
able to call this contact or perform other actions.

Contacts Integrda&toomnacts Integration is new feature in Communicator G
5.2. Contacts should sync automatically, but if you are having issues i
feature manually. The user needs to have contactesyimgsd>under phone


http://wiki.bicomsystems.com/File:glocom-go-5.1-android-contact-search.png

Accounts > Sync
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Extensions Departments
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This screen appears when you press Menu icon in the upper right corn
Contacts screen and once Menu screen is opened Departments selectic
first option on the list. By default, "All" is selected for departments sc
available on the list, however, in case you need to filter users by spec
click All to see a list of all available departments. To filter users by s
on preferred department in the list. Once department is selected you s
users that are members of thalthdepsetyvantvould like to restore default
all departments simply repeat the process and instead of specific depe
the IistlLP Ca$llP Call Screen appears when user initiate or receive a ca
PBXware. With CallKit integration introduced in Communicator GO 5.2
call are similar to options available in native iOS dialer app.

" Incoming SIP Call


http://wiki.bicomsystems.com/File:glocom-go-5.1-android-incoming-call.png

n Answered SIP Call

Once call is connected Communicator GO allows you to perform severa
» Mute

Mute allows you to disable the microphone on your device, preventing
communication on your side to be transmitted to other side of the call.
» Speaker

Press Speaker button if you would like to put your device in speakerph
to continue the without holding the device on your ear, or to allow oth
to join the conversation through a single device.

» Hold

Hold option will put caller on hold and play Music on Hold until Hold ic
transferred to another destination.

» Transfer

Transfer button allows you to initiate blind or attended transfer to PB>
outbound number.

» lnvite

Invite option allows you to create Instant conference by adding one or
call. With this option you can add PBXware extensions or any number
contact list.

» Dialpad

Use the Dialpad to enter the phone number you want to dial. Click on t
call.

Multiple SIP Calls


http://wiki.bicomsystems.com/File:glocom-go-5.1-android-answered-call.png

n Second incoming Call

n OQutgoing SIP Call

» Communicator GO offers an option to handle two calls at the same tim
SIP call in progress and you receive another call, it will be presented
Screen.If answered, Communicator GO will set one call on hold. Comn
Calls state if one of the caOallstfamifleesdcan transfer a call by clicking
transfer icon from call options menu. Popup dialog shows with transfer


http://wiki.bicomsystems.com/File:glocom-go-5.2-second-incoming-call3.png
http://wiki.bicomsystems.com/File:glocom-go-5.2-second-call-focus2.png
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If you press Blind transfer you will be able to transfer your call to thre
» To all my devices

Pressimg all my devici¢lstransfer a call to all devices that are registere
extension. They all ring and you can continue call on any of them by a
can be particularly useful in situations where you need to leave the of
continue ongoing call on your mobile device.

» ToO contact...

Pressimg contacthrings up a screen with favorites, users and phone bo¢
choose someone to transfer call to.

» Enter number...

When pressed, this option will display popup dialog with number entry
transfer call to.

Supervised transfer only allow you to select between To contact and E
Conference dadbkide the ability to handle multiple calls, Communicator

two calls into Instant conference. In addition to this, users can join pr
rooms and add other participants same as on Communicator desktop aj


http://wiki.bicomsystems.com/File:glocom-go-5.2-conference-88.jpg
http://wiki.bicomsystems.com/File:glocom-go-5.2-conference-call-30.png

Selecting a conference will display a list of participants and JOIN bu
which allows you to join selecteictcohfeaetricepants is updated in real ti
users join or leave the conference room. When flagged as conference .
have option to Mute or Kick conference participants.


http://wiki.bicomsystems.com/File:glocom-go-5.2-conference-44.png

[[Image:glocom-go-5.2-conference-call-33.png|left|280px]

Voicemail

managemeWtith Communicator GO you can listen to new and archived vi
and delete one or many messages. You can also call other users voic
Notifications are shown for new voice messages as shown below.


http://wiki.bicomsystems.com/File:glocom-go-5.2-conference-call-2.png
http://wiki.bicomsystems.com/File:glocom-go-5.2-conference-call-6.png

Playing voice mesMagesages can be played by opening the message itse
playing it or by played in preview mode by clicking play buftomefrom th
message is not downloaded when play is clicked, progress dialog will |
download is done message should start playing.



When playing messages in separate screen you can swipe left or right
messages.

Deleting and archiving voice Yhews sagiedelete or archive individual mess
clicking on them and then clicking delete icon () or Mouh¢wa ixlsmo () in t
select more messages and delete or archive them together by long clic
list and then clicking delete icon or archive icon in toolbar.



- Select all icon () selects/de-selects all MDeéesteg esoin ddletléestselected
messagesArchive icon archives selected messages.
Calling other voicemail boxdsa diaeetypu would like to leave a voicemai
diatl125EXT_MWdere EXT_No is extension number of a contact, alternati
open user s details scre€malanvbicleakmsIishown below.



Clickall Voicemtwilleave a voicemail message to contact.
Using callback fe@aullteack is useful when softphone cannot be registere
error, or when poor network quality impacts call quality. Simply, when

GO tells server to call your mobile number via regular GSM network an
GSM call. When starting Communicator GO for the first time you will s



» MORE

» By pressing this button additional information about callback functione
» LATER

» Press this button to dismiss Callback Tip dialog.
» OPEN SETTINGS

» OPEN SETTINGS button opens Location and P Nbmen seatimgsksseeteangs
are in place you have option to use callback for all outgoing calls in S
Callback usage.
Dashboam@ommunicator GO dashboard incorporates call information anc
Servic®ashboard can be started from the drawer menu and will presen
information. Call related data like total calls, number of answered call
information will be displayed in Ith eadicig hdoro,auder will be able to see vo
status and number of voicemail messages. On top of that, users will n
status of enhanced services as well as be able to enable or disable th
control Call Forwarding, Do Not Disturb and Block Caller ID services.
these enhanced services are not visible in Communicator GO Dashboa
not enable user to contracclasteemore than one device is registered to pa
extension Registered Devices section will display information about al
including User Agent, IP address and Country name device is connecti



information).



Today's cablday's calls section displays information on call statistics f
» Total

This field provides information on total number of calls (inbound/outba
today.

» Answered

This field provides information on number of answered calls extension
» Talk time

This field provides information on total time extension was on call tod
formatted as H:MM:SS.

» Call Rating

This field will display the amount of extension funds spent for the day
not enabxidablemotification will be displayed.

Settingettings section allows you to check status of extensions Enhan
as option to enable or disable them.

» Block Caller ID

This option allows you to enable or disable Caller ID blocking. Status
Block Caller ID i©Ohurmodd

» Call forwarding

This option allows you to enable or disable call forwarding enhanced s
inform you whether Call Forwar®@imgr@séfturned

» Do Not Disturb

This option allows you to enable or disable Do Not Disturb enhanced s
inform you whether Call Forwar®@imgrd¢fturned

» Caller ID Number

This feature will work if there are caller ID's set in PBXWare for user'
is None (user's extension).

Registered DeVitiessection contains information about all devices regis
extension. In case more than one device is registered to particular ext
Devices section will display information about all registered devices ir
address and Country name device is registering from (based on GeolP
» User Agent

This field provides information about User Agent type for every registe
n I P

This field provides information about IP address for every registered d
» Country

This field will display the Country name for every registered device, b
information for its IPSabfd€Cage. optSehfsCare options in settings include
to block your caller ID, enable unconditional call forwarding and to sp
forward call$ tbhe number to forward calls to is not specified, calls will
voicemaibte that self care options are available if they are enabled on



IfBlock calleroliion is checked, Anonymous will be in plldCalbf your c
forwardingption is checked, all incoming calls will be forwarded to num
Forward catésoptiborward cattbsoption opens a dialog for entering a nun
forward callGatber ID NumWdren Caller ID Number is selected, user will
set it @e time - will be used on next call, then will be tAlwag soff and
will be used always, until user cianbescatl agfonmation about an ongoin
calWhile in call, you can show technical information about it by clickin



be useful for diagnosing problems with call quality.

High packet loss and high jitter, both RX and TX indicate that call qua
network quality an®R Xissatgeds for reception (incoming traffic) and TX fo
(outgoing traffic).



Settings

» Generaloption shows screen with general settings for Communicator

» Self Carselecting Self Cares will show screen with blocking caller IL
forwarding options.

» Location and Phem®ws screen with settings for Country, SIM number
numbers associated with your account.

» Profileshows details about your account (e.g. Department, E-mail, a\

» Soundscontains option to choose ringing tone for incoming calls.

» About will display Communicator GO about page with version numbe
information.

» Send Feedbaolption launches email client with To and Subject fiel



for sending feedback.
» Changing av&tau can change your avatar by opening main drawer menu
avatar icon above your name and extension, as shown below.



Click on avatar icon brings options for changing avatar image. After ta

camera or choosing one from gallery you will ha@kctlo amdphgbdirinsidege.
blue rectangle to move it.

» Click and hold blue edges to resize.
» DONE

» Done button finishes cropping and sets avatar.
» CANCEL

» Cancel button cancels cropping.

Signing out There are two

ways to quit Communicator GO when you click Quit from main drawer
which will clear your profile data and you will be asked to provide pas
start Communicator GO. Or you can just Quit application. This exits,
profile data and settings untouched. Next time you start you won t be
password.

Troubleshootingl m logged in but | m not shown as online wheersktop
user is signed in will not appear in desktop gloCOM as online unless
Online on IM or phone option is selected in desktop set@algisndoa cont
contact from phone bodkyfaisabling E.164 numbers formatting in Settir
Gener&lalls work, but in-call controls (hangup, hold, tranfstal)sdoant wc
be made but in-call options (hold, transfer, hangup) aren t working an
NAT with non-default ports for TCP and external IP specified make sur
is specified as well. Log in to your PBXware and navigate to-> Setting
(tab) -> NAT (section) -> External TCP port.



